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OCHOBHBIE TEPMHHBI, COKPAILIEHUA 1 OITPEJEJIEHUA

TepmuH nin

coxpamenme IMosicuenue
APM ABTOMAaTH3MPOBAHHOE pabouee MeCTO.
I'PO I'maBHBIN perucrpaTop OpraHu3aluu.
I'vL lonoBHoit ynocroBepstronmii nenTp Munnupsl Poccun
ECHA Ennnas cucrema uaeHTH(QHUKALNY U ayTCHTH(QHUKALINH.

Wnctpyxmms Ne 152

WHcTpykIius 00 opraHu3aiuu U o0ecrieueHnio 0€30IMacHOCTH XpaHeHMs, 00paboTKu
U TIepeiayy 10 KaHaJIaM CBSI3H C UCIOIB30BaHUEM CPENCTB KpunTorpaduyeckon
3alUTHl THPOPMAIMH C OTPAHUYEHHBIM JIOCTYIIOM, HE COJIepKAalllel CBEICHHIA,
COCTaBJISIOIINX TOCYIaPCTBEHHYIO TailHy, yTBepkaeHHas nmpukazoMm OAIICU ot
13.06.2001 Ne 152.

nuc HudopmaiimonHas cucrema.

NC AOK3 WudopmanmonHas cucrema « ABTOMaTH3AIMS OpraHa Kpunrorpaduieckoi
3aIIUTHD».

O6iamaTens JIniio, caMOCTOSTEILHO CO3/aBIlee MHPOPMAIIHMIO JIMOO MOTyUrBIIEe Ha

KOH(UACHINATHHON OCHOBaHMH 3aKOHA WJIM JIOTOBOpa MPaBO pa3pemiaTh WM OTPaHUIUBATh JOCTYH K

nHpopmarun (OKIN) nHpopMarum, onpenensieMoi Mo KaKUM-TTHO0 MpU3HAKAM.

Opran Opranu3zanys Win CTpYKTypHOE Nopas/ienenne, pyHKIred KOTOPOro siBIseTcs

KpHunTorpadguieckon pa3paboTKa M OCYIIECTBICHHE MEPOIIPUATHH 110 OPTaHU3AIUN 1 00ECTIEY CHIIO

3aIUTHl THPOPMAIUU
(OK3H)

0e30macHOCTH XpaHeHus, 00paboTKH U Tiepenayu ¢ ucnonb3oBannem CK3U
koH(puaeHnHansHON nHPopMaIuu. OpraHoM KpHUITOrpa(uaecKkoi 3anuThl
nHGOPMAITUH MOXKET ObITh OPraHU3aINs, CTPYKTYPHOE TIOJpa3ieiieHue OpraHu3aIlii,
obnmamarens KoH(pUACHIIMATHHON nHPopMarwn. OYHKINK OopraHa
KpUTITOTpa(pUIecKoi 3aniuThl MOTYT OBITH BO3JIOKEHBI Ha (PH3UIECKOE JIHIIO.

Opranu3arus Opraunuzaius, oociayxuBaemas B TODOK

10 IIporpammuoe obecrieueHue.

I[TOBb COBU ®K IToxcucrema obecnieuenns nHGopMarmorHoi 6e3omacHocTH CUCTEMBI 00ecIIeUeHHS
6e3onacHocty nHopmary DenepaaTbHOro Ka3HavYeHcTBa.

Peructparop CoTpyIHUK OpraHH3alN{, KOTOPOMY Ha3zHadeHa poinb «Peructpatop» B [IOUB
COBU @K, BITONHAONNI aIMUHICTPUPOBAHNAE YISHBIX 3aITHCEil TIOTh30BaTeNeH

CK31 CpenctBo kpurnrrorpaduaeckoi 3amuThl HHGOpMAaIIH.

Cotpynauk OKI du3uveckoe JTUI0, HETOCPEACTBEHHO HaJleNeHHOE (hyHKIIMOHAIBHOW POJIHIO
oOmamaTens KOHQUASHIINAIBHON HH(OpMAIH, He00X0nuMoit it paboTsl B 110
AOK3S.

TO®K TeppurtopuaneHelil opran @enepanbHOro Ka3HauecTsa

Y ®K Y nocroBepsitomuii neHTp PeaepanbHOro Ka3Ha4eHcTBa.

y3 VYuernas 3anuch

OK denepanbHOE Ka3HAYCHCTRO.

9J'ICKTp0HHa$I OO Ch
(3I0)

Wudopmanus B 31eKTpOHHOH (hopme, KoTopasi TPUCOSJHHEHA K IPYTOif
nH(opMaIuy B 31eKTpOHHOU (popMe (ToarMchiBaeMoil HH(POPMAIINHT) UITH HHBIM
00pa3oM CBsi3aHa C TaKOi MH(OpMAaLUel 1 KOTOpasi HCIOJIB3YeTCs TS ONPEIeIICHUS
JIMLA, TTOAMHMCHIBAIOIIETO HH()OPMAIHIO
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PACIHIU®POBKA TPA®UYECKUX 3JEMEHTOB BEG-UHTEP®ENCA

HNC AOK3
N300pakenne
Ne P IlosicHenue
3J1eMeHTa
L [IpocMOTp KOMILIEKTA TOCTaBKHU.
2. VY nanenne sx3emmsipa CK3U/CK3U/KnroueBoro noxymenra/JlumeBoro cuera
nosas3oBarenst CK3U u 1.4.

3. Ei‘{ Brirpyska B XIS.
4, ® I

POCMOTp CKPBITOTO TEKCTA.
o. E N .

POCMOTp PEKBU3UTOB 3JIEKTPOHHON MOAMUCH MEPOTIPUSATHS.
6. [TonrBepxaenne nomydenus sx3zeMiuripa CK3M1 or OK3U.
7. CooOuuTh, yto ykazaHHbli sxk3emuiasp CK3U Obut BBenEH B AelicTBHE.
8. CooOuuTh, yto ykazaHHbIN 3k3emMuisp CK3U Obu1 BoIBEIEH U3 1EHCTBUS.
9.

Bepnyts 3x3emmisap CK3U B OK3H.




1. OBUIHUE HOJIOXKEHUSA

Hacrosimasa nHcTpykus npeaHasHadena s onucanus npouecca nepenaun CK3U,
AKCIUTYaTallMOHHON M TEXHUYECKOM TOKYMEHTALIUH, JTUIEH3UOHHBIX KIIF0Uel K HUM MEXIY
TO®K u Opranuzanueil.

OcymectBinenue nepeaaun CK3HM, »skcrnmyaTallMOHHOM W TEXHUYECKOM
JOKYMEHTAIINM, JIMIICH3MOHHBIX KIIOYEeH K HUM MPOUCXOAUT B paMKax BBITIOJHEHUS
TtpeboBanuit Muctpykuuu Ne 152.

2. NHOAI'OTOBKA K PABOTE

s monnouenHoi pa6otel ¢ MC AOK3 monb3oBarento HEOOXOIUMO BBHITIOJIHUTH
00s3aTeNbHbIE HACTPOUKH, ONTUCAHHBIE HIKE.

2.1 TpeooBanus k APM noab3oBaresis

Ha APM nonw30Batens 10KHO ObITh yCTaHOBIEHO cieayrotiee [10:

Bpaysep ¢ noanepsxkoii mudposanus 3amuiieHHbix coeauHenuit no 'OCT (I'OCT
34.10-2012, 'OCT 34.12-2018 u I'OCT 34.13-2018): Aunnekc.bpaysep Bepcun 20.2.1 wiu
Boiie win Chromium-GOST Bepcuu 84 wiu Bhile;

Kpunrtonposaitnep Kpunrtollpo CSP ne Huxe Bepcun 4.0 u Kpunrollpo IIIII
Browser plug-in ne amxe Bepcuu 2.0.

Pazpemenue skpana APM mnonb3oBarens 10mkHO ObITh HEe MeHee 1920x1080.

2.2 YcraHoBKa M HacTpoiika kpuntonpoBaiinepa Kpunrollpo CSP

1. 3amycture ¢aitn ycranoBku Kpunrtollpo CSP. Otkpoercs ctapToBOE€ OKHO
Macrtepa yctaHoBku Kpunrollpo CSP.

IIpumeyanue:

llepsonauanvnoe nonyuenue Kpunmollpo CSP ocywecmensemcs ¢ TODK no mecmy

Haxoocoerus (oocayscusanusi) Opeanuzayuu Ha uzuueckom nocumene (CD, DVD-oucku).



« |k2 KpuntoMpo CSP 4.0.9842

bnaroaapwm 3a esibop Kpuntollpo CSP.

MpoAon#an YCTaHOBKY, Bbl NPMHUMAETE YCN0BMA JTMLEHIMOHHOTO
COMMAWEHMA.

MpoAyKT BYAeT YCTaHOBAEH C BPEMEHHOR NMLLEH3MER Ha 3 MecALa.

— YCTaHOBWMTH (peKOMEHIYETCA)
Mpoaykr Gyaet ycraHosned B koHgurypaumn KC1 w Asbikom
OMEPALNOHHOR CHCTEMEI C HICTPORKAMN NO-YMONHEHNHD.

= [lonoAHNTENBHBIE OTLWK
Mozeonaer epibpate kongurypauwro KC n aseix,

Pucynox 1 — Cmapmosoe okno macmepa ycmanosxu Kpunmollpo CSP

2. HaxxmMute Ha KHONIKY «Y CTAHOBUTH (PEKOMEHTYETCS )».

KpunTollpo C5P 4.0,9842

| Woet HacTpoitka “Kpunmallpe CSP

Octaeweecn spemna: 1 cex

I Omvena

Pucynok 2 — Ilpoyecc ycmanosxu Kpunmollpo CSP

3. Orobpaxaetcst okHO mporiecca yctanoBku Kpunrollpo CSP.

[Tocne ycmemHo#i ycTaHOBKH KpUNITOIIpoBaiiaepa oroopasutcs auanor «Kpunrollpo

CSP ycneniHo ycTaHOBIICHY.

Kpuntolpo C5P yonewHo ycTaHoBAEH,

oK

Pucynox 3 — Venewnas yemanoska Kpunmollpo CSP



4. Haxxmute Ha kHONIKY «OK»;
5. 3anmyctute Kpunrollpo CSP.
6. Ha Bknagke «OOmue» Ha)XMHUTE Ha KHONKY «BBOJ JMUEH3UM» W BBEIUTE

JIMIICH3UOHHBIN KJII0Y;

|42 KpwnTolpo CSP x
ANropUTHBl BesonacHoCTe Winlogon Hacrpoiim TLS
Obuime ObopyaosaHe Cepeu1c LononHWTensHo
Ill 4 KpunTtolpo CSP Bepovs npooykTa: 40,9542

Bepova aapa CK3KM: 4.0,9014 KIC1
£ Komvnanwa KPUMTO-NPO, Bee Npaga SalMueHsl.,

E; 3aNYCTWTh € NDEEAMA AAMWHWCTDATODS

NMuueHzuA

CEDMIAHBIN HOMED:

EBnagenew: MonbsosaTens Windows
OpraH1zauma;

Cpok AefCTEMA MNocToAHHaA

THN NHLEHZMM: CepeepHan

Beoa nuueHIMK...

MNepBana ycraHoeka: 31.07.2018

Asbik

BribepKTe A3bIK ANA OTODPEKEHMA OKOH

- - <YMOMYEHKE CUCTEF
CSP Bawel y4eTHOW 3anuoM:

BeibepuTe AsbIK Ana oToDpameHns OKoH
CSP nonbsoBaTENeM, He 3303BLWMX ASEIK
(yMONYaHME CUCTEMEI):

Prycoradii

oK OTmMena MNPUMMEHUTE

Pucynok 4 — Bxknaoka « Obwueyn. Kpunmollpo CSP

J1ist HacTpONKH KpUNTONPOBaiiepa HEOOX0IUMO BBITIOJIHUTH CIIETYIONTUE TEHCTBUS
1. 3anyctute Kpunrollpo CSP ot umenun AnMuHHCTpaTopa;
2. Ilepeitnute Ha Bkianky «Hactpoiiku TLS»;
3. Bxumtounre B pazaene «KiaueHT» cieayronme 4eKOOKChI:
He nipoBepsaTh cepTudukaT cepBepa Ha OT3HIB;

He npoBepsATh Ha3HaUeHHE COOCTBEHHOTO cepTUdUKaTa.



L 58
Ofwme CRopynoBaHHE Cepeuc JononHWT EnLHD
ANropuTHEI BezonacHoCTE Winlogon HacTpoiiki TLS
KnmeHT

MononbsosaTte npoTokon OCSP
He nposepATE CEpTHMKET CEPESPE Ha OT3EIE
He MpoBepATE HasHaYeHue cobcTeenHoro cepTudmMkaTa
|:| He Monone30BaTe YCTapeBWwne dpher suite-si
Cepeep

Mcnonb3oBaTe NpoTokon QCSP
[ ]He npoBepsATE CEpTUDMKAT KNMEHTE Ha 0T3LIE
[|He npoeepsaTs HasHaqerue coficTEeHHoro cepTdHKaTa
|:| He ucnonesoBaTe yoTapeswie dpher suite-t
MNogaepwmeate RFC 5746 (Renegotiation Indication)
[ ] Tpefiosate nopaemxky RFC 5746 (Renegotiation Indication)

[ |Mnonbs0BaTs cepTHOMKAT KOMMGIOTEPS N0 YMOMYEHUO

PasMep KaLWE CECoMiA; 64 =

-

MaroiManeHoe Yuono LIC B 3anpoce cepTHdMKaTa: 100 =

Ok OTHMEHE MPUMEHHTE

Pucynox 5 — Bxnaoka «Hacmpoiiku TLS». Kpunmollpo CSP

4. Haxxmute Ha kHOTIKY «IIpuMenutsy. [losiBuTCs 3anpoc Ha nepe3arpy3ky APM;

52

Ana cMmedel pexvma patotel Kpuntollpe C5P HeoBxoguma
! nepesarpyzka. [NepesarpysuTe KoMNEOTER celvact

Ja Her

Pucynok 6 — 3anpoc na nepesazpy3xy nocie cmeHwl pexcuma pabomoi

5. Haxmure Ha kHOTIKY «/la»;

6. APM nepe3zarpy3urcs.
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2.3 YcranoBka miaruna « Kpunrollpo LI browser plug-in»
[Inarun «Kpunrtollpo OUII Browser plug-in» npenHasHaueH s cO3JaHUs U

MPOBEPKU AJIEKTPOHHOM TMOANUCH Ha BeO-cTpaHuiiax ¢ wucnoibzoBanueM CK3U

«Kpunrollpo CSP».
@dailn yCTAaHOBKU JIOCTYIIEH MO apecy:

https://www.cryptopro.ru/products/cades/plugin/get 2 0

HOCHGI[OB&TCJIBHOCTB maroB 1Jjis1 YCTAHOBKHU TJIATUHA:

1. 3anyctuTte ¢aiisl yCTaHOBKH;

Eﬁ cadesplugin.exe a

Pucynox 7 — Ckauennwiii ¢hatin ycmanosxu

2. Haxxmure «Jla» B OKHC INOATBCPIKACHUA YCTAHOBKHU IIJIAI'MHA,

Kpuntollpo 3UMN Browser plug-in

Yeranoeute Kpuntelpe 3UMN Browser plug-in?

Ja Het

Pucynox 8 — Iloomeepoicoenue ycmanosku

3. [Ipu HEOOXOAMMOCTH pa3pelIuTe BHIMOIHEHUE TPOTrPAMMBI;

[Py KOHTpOAE YUETHRIX 3aNWUCER NONbL30BATENEH

@] Bbl XOTWUTE paspelnTs CiedyoLLel NporpaMmmMe BHECTH
7

HM3IMEHEHWA Ha 3TOM I{I:]lu"ll'lbl'ﬁ]TE.‘pE'?

B—1  Vmanporpamme:: Kpuntollpo 3UMN Browser
1 plug-in
MpoeepeHHBld M34aTEAR: CRYPTO-PRO
WMeTounuk daina: HKecTknid guck KomneroTERE

@ Mokazate nogpoBHocT |

Pucynok 9 — Paspewenue na ycmanogKy niacuna

4. BbINOJIHSIETCS MTPOLIECC YCTAHOBKH;


https://www.cryptopro.ru/products/cades/plugin/get_2_0
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Kpuntollpe 3UMN Browser plug-in

| et nactpoiika KpunTollpo 3UNM Browser plug-in

OcTaeweecA epemn; 12 cex

P - Omvera

Pucynok 10 — IIpoyecc ycmanosxu naazuna

4, OTO6pa)KaeTC$I YBEAOMJICHUEC 00 yCHGHJHOﬁ YCTaHOBKC IIJIaI'HA,
KpunTollpoe 3UMN Browser plug-in >
KpunTollpo 3UMN Browser plug-in ycnewHo ycTaHoBAEH,

Ana koppertHoi patotel Kpuntolpe 3UN Browser plug-in mMoxet
noTpeGoBaTeCA NepesanycTUTE Gpaysep,

oK

PucyHOK 11 - Venewno eévinonnena ycmaHoeKka niacuHa

5. Haxxmure kHOnKy «OK»;

6. 3aTem BritounTe pacmmpenue Kpunrollpo D11 B ucnionaszyeMmom 1ist paboThI ¢
NC AOK3 6paysepe (cM. HIXKE pUCYHKH 110 Iaram 1-3):

6.1. 3ammycture Opaysep;

6.2. Beibepute B HacTpoiikax Opay3epa MyHKT «JlomoHeHUS »,
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A=

0 CHHXpOHW3aLMA o

CGXPE—HTE" AaHHBIE, uToBbl WX HE MOTERATE

T BN 2
Mapoau 50
COXpaHWTL 43HHbIE
- 100% + o

p-f Brnrouute Typbo

E] Pexum MHKOTHUTO Cirl + Shift + M

@ Hactpofiku

(E—:) HcToprA

i 3arpyzKu Cirl + )
‘iﬁ? JaKnagkm

@ KonnekLwmm

% MNaponK U KapThl

IE:} JononHexna I

E] AONoONHUTENEHD

Pucynox 12 — Brrouenue nnacuna 6 opaysepe. Illae-1

6.3. OToOpakaeTcst CIUCOK PACHIUPEHHM, TOCTYIHBIX sl BKIIOUCHUS;

Sawnaa Jarpym Hcropea Danaaresiug Hacpoiion ECaonacHacTL Napane i kapTe Apymae yoTpaicTea
ZarpyaEn Ay F SaveFrom.nel Covpaderme Brgeo W aggmo Blacn
"’ MOMOREET @ SAMH KIME CKIUMEETE HHTSROCHHMHG B30 A3HH W 11 EKouTakTe
VouTube, Facehook Vimeo W L A Nogpoboes

FACSHLE HHCTRVIBKTL Turm OFf The Lights Pesiiu kisoresma ALin

SaTRMHRST Ha 3ENAKE BCE, KPOME REGRONNEENE, HTaSk HIFHEND Ha CTRAHMUE HE

MEWAA0 BaM CMOTpeTe duabs. [Toapobnes

p{ TYPEBO Skokaken TRadmKa Agro EEA. Humn
YOROPAST JaTpy=y CTHAHAL W JEOHOHMT HHTERHET-TRadHK MEK WEATEHETM
CoedEHERIH, Toapalises

/ Lightshat "
TIEZECABET AEASTE CEPHHWETS! BUSID SRD8HA M £10 4BLTH, PESIKTMBOSATS A,

COERAHATH B (ROPAATE FRG M ROMSETH HA H0X S0RAKE.

Pucynok 13 — Brarouenue niaeuna 8 opaysepe. [llaz-2
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6.4. Halinure B cincke u Brimrounte pacmupenne Kpunrollpo SHII;

@ Kpwntollpo 3UMN

c&J[{? MO3E0NAET CO3A3EaTE W NPOEEPATE EKTPOHHLIE NOANWCK ANA TOPTOE,
BaHKMHra v Nogaun oTueTHocTW B @HC, Poccrat v Apyrie opraHsl.

Pucynox 14 — Brrouenue nnacuna 6 opaysepe. Illae-3

6.5 B Opay3epe B BepXHEM IMPaBOM YIIIy OTOOpa3uTCs yBeAOMIIeHHE 00 yCHeIHON

YCTAaHOBKC IlJIarvHa,

DX
@ Pacwwupenwre CryptoPro Extension for

CAdES Browser Plug-in ycnewHo
YCTAHOBASHO K paE\DTaE‘T.

3nauok CryptoPro Extension for CAAES Browser Plug-
in NoABWTCA B NaHen Gpay3epa, Koraa Bk

CKEMETECE HE NOAXOARAWER ANA HEFD CTPAHMUE,

YAanUTE paciiMpeHye MOXHO Ha CTpaHMLE
«{lonoAHEHWA», KOTOPan OTKPEIEZETCA M3 MEHED
Bpaysepa.

Pucynok 15 — Veedomnenue 06 ycnewinoii ycmanoske nia2una 6 opaysepe

7. 1lnarvH yCremHo yCTaHOBIICH.

8. B 3akiitoueHue cieayer NpoBepUTh KOPPEKTHOCTh YCTAHOBKHU IJIATUHA:

8.1. OTKpBITh CTpaHUILY IPOBEPKH pPaOOTHI
ruaruHa: https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.
html

8.2. OToOpa3uTCcsi OKHO JJIs1 MOATBEPKACHUS TOCTYTIA;

IIpumeyanue:

Ymoobwvl 0annoe OKHO 0711 NOOMBEPHCOeHUsL OOCMYNA He OMoOpa;cailocsy 6 6yoyuiem
npu noonucaHuu 0OKymermos 21ekmponnou noonucwvio 8 UC AOK3, credyem dobasums
oosepennvie y3vl 8 niaacun. O mom, Kak 5mo coeiams, CM. C1edViowull pazoen Hacmosuetl

UHCIMPYKYUU.


https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html
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3ToT BeB-CcaliT NeITAaETCA BEINOJHWTE onepauntl C KNHYamn Man
! CEPTMCI:IMKETEMM OT UMEHK MONB3OBATENA.

'https/Swwew.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html’

BeincnxeHne Takux onepauunii cnegyeT paspeLlarts ToABKS 418
BeB-caliToB, KOTOPLIM BBl JOBERAETE,

YUTo Bl OTKNHIUNTE J3HHOE NOATEEPHAEHWE ANA KOHKPETHOID
ecB-calita, ero MoxHo Jo0BaBNTE B CNMCOK ACEEPEHHBX BEB-CaATOE,
AOCTYNHBIA HA CTPAHKLE HACTPOEK YEPES MEHHD
Myck-=>KPUNTO-MPO->Hacrpofkn 3UN Browser plug-in,

Pazpelnte 31y onepaune?

He

Pucynox 16 — 3anpoc noomeepaicoenuss docmyna

8.3. Haxxmute kHOTNIKY «/la»;

8.4. OroOpaxaeTcsi cTpaHUIla MPOBEpPKM IularuHa. llpu ycremHoil ycTaHOBKE
IUIarMHA Ha JAHHOW cTpaHuile oToOpaxaeTcs HaAnuch «llmaruH 3arpykeH» C 3eJIeHOM
TOYKOM (CM. HUXKE PUCYHOK).

IIpnmeuanue:

IIpu omcymcmeuu kopuesoco cepmuguxama y0ocmosepanujeco yermpa u JU4H020
cepmughuxama beszonacHocmu, ycmarosiennvlx Ha APM nonvzosamens, omobpazumcs

yeedomlienue 006 owubke Ha cmpanuye npogepku niazuna. Kax ycmanosums Oanmwvie

cepmuqbukambz, CM. 8p(130€]le «Ycmanosxa cepmuqbukamoe bezonacHocmu».

/7N NMpoeepka pabotel Kpuntollpo 3L Browser plug-in

P KPUMTOIMPO

W
+ O Kpuntollpo 3L Browser plug-

F " MnamH 3arpy#eH. @ “
/ a + MHCTpykumMA no paGoTe ¢ nnaruHomM
BepcuA nnaruua: 2.0.13771 Bepcua kpunTonposaigepa: 5.0.11233 _— o
» CxavaTts nnaruH
KpunTonpoeangep: Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider » Crkauate Kpuntollpo CSP

Pucynox 17 — Cmpanuya ona nposepku niacuna
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2.4  Jlo6aBaeHue noBepeHHBIX y310B B Kpunrollpo SIIII browser plug-in

Bri6epute [TYCK — KPUIITO-ITPO — Hactpotiku ST Browser Plug-in.

B «eunto-nro

WHcrpymenta Kpummellpo
Kpwnrollpe C5P

Hacrpoiku 3LN Browser Plug-in
Ceprudmkarsl

CeprudmKaTel NoNL30EaTENR

¥n paBAEHME AMUWEHSHAMM KFI-H Maua

Pucynok 18 — Omkpeimue nacmpoek niacuna

B Opay3epe oTKpoeTcs CTpaHMIIa ¢ HACTPOMKaMU TIaruHa.

HaxwmuTe npaBoii kHonkoi Mblu Ha myHkTe «Hactpoiiku SIIIT Browser Plug-iny» u
B MeHI0 BbiOepuTe «/lonomuutenbHo > OTKPBITH Nanky ¢ (aitiiom». 3aTeM B OTKPBIBIIEICS
Harke Ha)KMHUTE IPaBoi KHOMKON MbImu Ha (aiiiae «Hactpoiiku DIIIT Browser Plug-in» u

B MeHIO BbIOepuTe «OTKpBITH ¢ momoIisio > [Yandex/ChromiumGOST]» (cMm. pucyHku
HUKE).

B «punTo-nPo

Whcrpymerts Kpurrollpo Microsoft Edge DoTorpagdum

Kpwnrollpo CSP
Hacrpolike LM Browser Plua-in '.' [jj ,

Ceprupmi T 33KPEMMTE Ha HaYaIEHOM 3KpaHe [mn——

Cepmudu JononHuTeEnbHO o
Jamyck oT MMEHW 3AMUHWCTPATORE

¥npaenedue avueHzuanmm Kpuan... .
P u P OrkpoaTs nanky ¢ Garnom

MaraznH Bupeo Skype

Nroga

Pucynok 19 — Omkpeimue nacmpoek niacuna 6 bpayszepe.
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pmck (C:) » ProgramData » Microsoft » Windows » Start Menu » Programs » KPWMTO-MPO w O MNowck: KPANTO-N
Wnan Jata nsmeHeHnAa Tun Pasmep
‘E) MHcTpymenTel Kpuntollpo 30.11.2018 11:44 Apneik 2KE
) Kpuntolpo C5P 30.11.2018 11:44 Apneix 2 KB
F::aHachDﬁI(I.ﬂ 3UIM Browser Plug-in 1243 ann 0.0 s e
,;Ju CepTrdunkaTel NONL30BATENA OTkpriTE
W Ceprudukarel & [Mepemectuts B Onelrive

(53] ¥npaenenue nuuerznamn Kpunrolpe ¥. Mposeputs Ha empyce:

Fu [Mposepute penyTauumio B KSN

Pacnonokenne daiina

Muount as ImDisk Virtual Disk

T-Zip >

CRC SHA >
[&f Edit with Notepad++

Mpoeepka c ncnonssosaduen Windows Defender...

OTKPBITE € NOMOLLEHY > @ Firefox
B [1oBaeuTs B apXME... E] Google Chrome
B [oBasute e apxwme "config.rar” 2 Internet Explorer
B [loBaeuTs B apXME W OTNPAENTE NO &-Mail... D LibreOffice
B [oBaeuts e apxue "config.rar’ n oTNpaenTe no e-mail Eq Microsoft Edge
BOCCTAHOEWTE NPEXHHOH BEPCUHD Y Yandex
[m=] CryTHmk
OTnpaenTs > a - :
D LibreOffice
Bripezate
P [5] Mouck & Marazune
Koenupoeats

BrlBpaTe Apyroe NpUAoHeHne

Cosaats apnsik I

Pucynox 20 — Omxpvimue nacmpoex niacuna 6 bpaysepe.

Cucrema otoOpaxkaeT HACTPOMKH TJIaruHa B Opaysepe.
JloGaBbTE TOBEPEHHBIE Y3JIbl B OKHE HACTPOEK IIJIaruHa.
B kauecTBe m0BEpEHHOI0 y3/1a MOKHO yKazaTh aapec https://*.roskazna.ru.
Haxwmute kHOnKy «CoXpaHUTBY», 4TOOBI 3a1iCcaTh BBEJCHHBIE IOBEPEHHBIC Y3IIbI.
2.5 YcraHoBKa cepTH(PUKATOB

Jns Bemonnenus ¢yuknuii B MC AOK3 na APM monb3oBaTensi JOJDKHBI OBITH

YCTaHOBIICHBI CEPTUDUKATHI:

KOPHEBOM cepTU(UKAT TOJOBHOTO YIOCTOBEPSIONMIEIO0 IIEHTpa (CM. paszfien

«Y cTaHOBKAa KOPHEBOr0 cepTru(dHKATa TOJOBHOIO YIOCTOBEPSIOIIEro IIeHTpa'');

JTUYHBIN CepTU(UKAT MOIB30BaTENs (CM. pa3aen «Y cTaHOBKA JIUYHOTO cepTudukaTa

0€30I1acCHOCTHY).

Ecmm s dopMupoBaHus 1emodkM  cepTU(UKATOB TpeOyeTcs YCTaHOBKA
MOAYMHEHHOTO cepTu(dUKaTa, TO OHA MPOU3ZBOAUTCS AHAJOTMYHO YCTAHOBKE KOPHEBOTO
cepTuduUKaTa ¢ €IUHCTBEHHBIM OTIMYMEM: Ha Iare 4.3 HyXHO BbIOpATh XPAHUIMIIE

ceptuduxatoB «IIpomMexyTOUHBIE HEHTPHI CEPTUPUKAITUN.
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IIpumeyanue:

Cepmughuxam 6ezonacnocmu 6vl0aemcs aKKpeoOumoBaHHbIM YO0CHMOBEPAIOUWUM
YEeHmMpoM, KOMOpblli YNOTHOMOYUEH cO30a8amb MaKue cepmupuramal.
2.5.1 YcraHOBKa KOPHEBOro cepTU(PUKATA TOJOBHOI0 YIOCTOBEPSIOLIETO
LHeHTpa
1. IIpaBoii KHONKON MbIIIM HaXXMUTE Ha (ailne kopHeBoro ceprtudukara 'YL u
BbIOEpUTE MYHKT «Y CTAHOBUTH CEPTUDUKATY;

2. Oto6pa3uTcs MacTep UMIOPTa CEPTUPHUKATOB;

Mactep mmnopTta cepTudpmMKaTos

3TOT MACTep NOMOraeT KoNMpoBaTe EEI:ITMEI:IMKETI:I_.- MWCKK A0BEPMA W CNMWCKKW OT3bIBa
EEI:ITMEI:IMKETDB C NoOKanbHOro AMCKA B XpaHMnuwLe EEDTMEIJMKETDB.

CepTUDMKST, BEIASHHEIM LEHTPOM CEPTUDMKALAM, ABNASTCA NOATEEMHAEHWEM BaLLER

MWYHOCTH M COQEPHMT MHDOPMALMID, HE0DXOAMMYHD ANA 3AWMTEl ASHHEX MW

YCTSHOBNEHWA 3aLLMILEHHEIX CETEERIX NOAKMKYEHMA, XPEHUWLE CEpTUOMKaTOE —

370 0BNaCTE CMCTEMEI, MPEQHEZHAYEHHEA ONA XPEHEHNA CEQTHRMKETOE,
PacnonoseHHe XpaHUnMWLE

(®) Terywmii nonbsoBEaTENE

() NokaneHelit KoMNLoTEp

AnA NpoaomHeEHUA HEHMWTE KHonky “Janee”,

Janee OTmeHa

Pucynok 21 — Macmep umnopma cepmughuxamos

3. Bribepute xpanunumie «JIOKambHBII KOMIBIOTEP» W HAXKMHUTE HAa KHOIKY

«Jlaneey;
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IIpumeyanue:

Ecau omcymemeyem 6o3modcnocmo 6vibopa xpanunuwa «J/IokanbHulil KOMnblomepy,
credyem oopamumsbcsi K cucmemuomy aomunucmpamopy JIBC ons nacmpoiiku npag

JIOKAbHO20 aomunucmpamopa APM.

Hpanwnuue cepTwhUKaTos

XPESHMNKMLWLE CEPTHDMKSTOE - 5TO CMCTEMHEBIE 0RNACTH, B KOTOPEIX
XPEHATCA CEPTHMDMKETEL,

Windows aETOMaTHYECKM BRIBEDET XPAHUMMLLE, MMM Bbl MOMETE YKA3ETE
PACMONOHEHWE CEPTMOMKATS BRYYHYHID,

() ABTOMETWYECKN BEIGDETE XPAHWMMLLE HA DCHOBE THMa CEpTHDMKETS
(@) MoMECTUTE Bre CEPTHOUKATEI B CNEAVIOWES XPaHUIMILE

KPESHMMMLLE CEPTHDUKSTOR:

| Ofzop...

Janee OtmeHa

Pucynox 22 — Beibop xpanunuwa cepmuguxama

4. B okHe «XpaHUuIIe cepTu(UKaTOBY aKTUBUPYUTE nepekitodaress «lloMmecTutsh
ceptuuKaThl B CIEAYIONIEE XPAHWIUIIE» U YKOKATE JUPEKTOPUIO pa3MEIIeHUs
ceprudukara:

4.1. Haxxmute Ha KHOTIKY «O030D...»;

4.2. Otkpoetcs okHO «Bbp10op xpanunmia ceptTudukara;
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Bribop xpannnnwa ceptudukara

BribepuTe ¥paHUNMWLE CEPTHMEMKATOE, KOTOPOE Bhl
HOTWTE MCNONb30BaTh.

| MidHoe ~
-
7] [oBEpUTENbHEIE OTHOWEHWA B NpEAnpY
+ {71 MpoMEXRyTOHHIE LEHTPEI CEPTHRMKALA
.| NosepenHsie nsnateni

L. T CenmaiaeaTRE K KATARKIM HET ARSI

< >

[ ] NokasaTe dusM4ente XpaHANMLLA

Ommena

Pucynox 23 — Boibop xpanunuwa cepmugurama

4.3. Beibepure xpanumnuiie «JloBepeHHbIe KOPHEBBIE LIEHTPHI CEPTUPUKALIUN;
4.4. HaxmuTte Ha KHOTIKY «OK».

5. OTKpoeTCst OKHO 3aBepIlIeHUs pabOThl MacTEPa UMIIOPTa CEPTU(DUKATOB;

3aBeplieHWe MacTepa MMNopTa cepTU¢UKaToB

CepTudukaT OyYAET MMNOPTUPOBEH NOCNE HEXATKMA KHonkK “ToTosn”,

BEINM YKE33HEl CNEAYIOWMWE NapaMeTpel:

KPEHUNWLLE CEpTUQMKATOE, BeidpaHHoe Nonb3oBaTenem Sl R M s == Rl
Coaepsumos CepTudukaT
£ >

loToBD CTmeHa

Pucynok 24 — Okno 3aeepuienusi pabomul macmepa UMROPMAa CepmupuKamos
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6. Haxxmute Ha kHONIKY «I'0TOBOY;

7. llosiBUTCA COOOIIEHNE, YTO UMIIOPT YCHEIIHO BBIIOJIHEH;

MacTep mmnopta cepTugmukarTos X
o MMNopT yenewHo BenonHEH,

Pucynox 25 — 3asepuenue ycmanosku

8. Haxxmute Ha kHOTIKY «OK».

2.5.2 YcTaHoBKa JHYHOIO cepTH(uKaTa (MpU He0OXOUMOCTH)

VYcraHoBka cepTrudukara moyib30BaTelisa B XpaHWIUIIE JUYHBIX cepTudukato APM
M0JIb30BATEJIsl BBITIOJIHAETCA B CIy4ae, eciid (aiii cepTudukaTa nojab30BaTess He sIBISIETCS
€IUHBIM I1IEJIBIM C 3aKPBITBIM KJ0UYOM (B mporiecce monydeHus B YII ceprudukar B
dopmate «*.cer» ObLI 3amKcaH Ha OTACIbHBIA HOCUTENb HHPOPMAIIUN).

YcranoBka cepTudukaTa MoJb30BaTeNsd B XpaHWINIIE JUYHBIX cepTuduratoB APM
MOJIb30BATENsl BBIMOJHSAETCS TIOJI YYETHOM 3alMChi0 IMOJIb30BATENsI, KOTopas OyaeT
HCIMOJIb30BaThCA B mpolecce Bxoaa B MC AOKS.

Jlist yctaHOBKH cepTu(UKaTa Moiab30BaTeNsl B XpaHWIHILE JTUYHBIX CePTU(HUKATOB
APM nons3oBatens cpeactBamu CK3U «Kpunrtollpo» Heobxoaumo:

1) OtkpsiTh npunoxenue «Kpunrtollpo CSP» u nepeiitu Ha BKIaaky «CepBHCY;
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0 Kpwunrollpo CSP

BesonacHoCTE Winlogon HacTpofit TLS KpuvnTonNpoBaia ekl
OfLwme ObopynoBaHWe Cepaic OononHKUTENEHD ANropUTMbI

KOHTERHED 3aKPEITOMD KIKOYE

STH MACTEPa NO3E0NADT NPOTECTMPOBATE, CKOMWPOESTE MM
¥YoanuTe KDHTEHHED 3aKpEITOro KNko4a C HOCMTERA.

MpoTecTMPoBaTb. .. CronMpoBaTh. .. ¥OanuTb...

CepTUhWKETEl B KOHTEAHEDE 33KPEITOMD KMKKYa

3TOT MACTED NOSBONAET NPOCMOTPETE CENTUHMKATEI, HAXOAALMECRA
B KOHTEAHEDE 38KPEITOMD KMKD4YE, M YCTEHOBMTE WX B XPEHWIMLLE
CEPTHDMKETOR,

MPOCMOTPETE CEPTMRMKETE! B KOHTEMHEDE. ..

MWYHBIA cepTHUgMKET

3TOT MACTED NOSBONAET CBAZETE CEPTMOMKAT 13 daina c
KOHTEMHEDOM SAKPLITOMD KAKYE, YCTSHOBME 3TOT CEpTUDMKAET B
MPEHWUMMLLE,

| YCTEHOBMTE MMYHEIN CEPTHDMKET. ..

Mapony 3aKpeITeIx Knoqei

3TW MECTEPE NO3BONAKDT M3MEHWTE napony (MMH-«oak) saKpemeix
KIHOYER MK YOSNWTE 3EN0MHEHHEIE DEHEE MEPOM,

WZMEHWMTE Napons. .. ¥AanuTb 3aMoMHEHHEIE NAPONH. ..

OTMEHE MpHMEHTE

Pucynok 26 — Bxknaoka «Cepsucy

2) Haxatb KHOTIKY «Y CTAaHOBHUTD JIMYHBIH CepTHDHUKATY;

3) BeiOpath nuuHBIN cepTUUKAT, HaXKaB Ha KHONKY «O030p»;
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‘ MacTep ycraHoekmn nnyHOre cepTrdmkaTa

Pacnonoxerme pafina cepTMPMKaTa
Beemate unn YEAXWTE pAcnonoxeHe falina YCTaHaENWMBASMOoro CEpTUPMKaTa g

Hmna paiina cepmthukaTa:

CUzers\Wadim Desktop . Solovyev]er O@zop...

PopMaT PAANE MOKET OOHAM M3 CRNEQYHLLAY;

Fain cepmmpmkara - X.509 (CER,.CRT)
Coofuwenwe ctanpapta PRCS #7 (P7B..P7M..DER)
¥PEHWNWLLE CEPMANM30BaHHbE ceEpTUmMKaTos ((55T)

JameyaHue:

HekoTopeie RopMaThl aAN0E MOryT COAEPXaTe B 00HOM daine
fionee 0AHOMD CEPTURMKATA.

<Hasan O

Pucynox 27 — Bvibop cepmughuxama

4) Haxatp kHONIKY «/Jlaneey,
5) OToOpa3uTcst OKHO C TaHHBIMU O BBIOPAHHOM CepTU(HKATE;
6) Haxxats xHomky «J/lamee»;
7) Yka3zaTb KOHTEHHEp 3aKpBITOTO KIII0Ya;
Ecnn koHTeliHep pacronaraercs Ha HPUCOCIUHEHHOM HOCHUTENE, TO CJEAyeT

YCTaHOBUTH NpU3HAK «HalTh KOHTEMHEpP aBTOMATUYECKUNY.
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|2 MacTep ycTaHoBKW MYHOTO cepTUdUKaTa X

KoHTe#tep 3akpuiToro Kmoua
BeepiTe M yKaxmTe KOHTEMHED 33KPbITOr0 KMOYa, KOTOPLIA COOTBETCTBYET Ig
BblGpaHHOMY CEPTUDUKSTY

[ Haim konTeitHep asToMamyecky

Wma Knioyesoro KoHTERHEPa:
WAFAT12_DA\SolovyevVV2012 Obsop..

BeeaenHoe uMA 3303€T KNDYEBO KOHTEHED:
(® Mone3oBaTtens
KomnetoTepa

BeiGepute CSP ana noMcka Knoyesbix KOHTEAHEPOS:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

< Hasan Omvena

Pucynox 28 — Bvibop xoumetinepa 3akpwvimo2o Kuoda

8) VYkaszaTh XxpaHwiHIle cepTrdukara;

|4 MacTep ycTaHoeku nmuHoro ceptudukara X
Xpanmmiue cepTMduKaTos
YkaxuTe XpaHunuLLe CepTUDMKETOB ANA YyCTEHOBKM BbIBpaHHOro paHee rg
CEpTUDMKATE.

YKaszaHHbiin paHee enar UCnoNb30BaHMA KNOYEBbIX KOHTEHEepOoB NoNb30BaTENA UK
KOMMNeOTEPS ONpeaenfeT BblﬁOp HeobxX0 AMMBIX XP3HUNULL CEpTUPUKATOB

¥iMa XpaHunuLLE CepTMOUKaTOB: :
MuuHoe OBzop...

YICOONB3YHOTCA APaHHMAKIL G CEPTHPUKATOR:

MonszoBaTens
Komnetotepa

[m] YeTaHosuTe cepidukaT (LEMouKy CEpTUPHKATOR) B KOHTEHED

<Hoson Omera

Pucynox 29 — Bwuibop xpanunuwa cepmughuxama

9) Haxatp KHOTIKY «I"0TOBOY;
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I MacTep ycTaHoBKu AM4HOro cepTudukara X

3asepuweHne paboTbl MacTepa
YCTaHOBKW NUYHOro ceptudukara

Beinu yKasaHbl cnegyowme NapameTpb:

[ Bzams cepmudmkaT A
U3 Paina C:\Users\V.Solovyev.INF(
WUM#A CEpTUPMKAETE C=RU, S=Mocksa, L=Moc
cyObekT C=RU, S=Mocksa, L=Moc
MOCTaBLUMK E=uc_fk@roskazna.ru, S=
AReWCTBUTENEH C 15 aBrycta 2015 . 17:45:
ASACTBUTENEH MO 15 HorOpa 2020 . 17:45:
CEPUIAHBLIA HoMEp 0733 v

< >

YBeamTeck, 4To BbIOpaHbI NPaBMnbHbLIE NaPaMETPLI U
HaxmuTe KHonky "ToToBo" AnNA BbINONHEHWA YCTEHOBKM.

< Hasan loToBO Omvena

Pucynok 30 — 3asepuienue nacmpoex ycmanosku cepmuguxama

10) CeprudukaT ycTaHOBJIEH B KOHTEHHEp 3aKPHITOTO KIHOYa M B XPAHUIIHIIEC
«JImuynoe» Ha APM nonb3oBarens.

2.6 Hacrpoiika 6pay3epa

[lepen nauanom pa6otel ¢ UC AOK3 Gpaysep moimkeH ObITh HACTPOEH Ha PaboTy Mo
I'OCTy:

1. Otkpotite Gpaysep;

2. OTkpoiiTe HacTpoiiku Opay3epa;
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0 CHHXpOHW3ALMA

KpAHWTE JaHHBIE, 4ToShl WX HE MOTEPATE

Jaknamxm 2
Mapoau 20

JonoaxeHKna 1

CDXPEIHHTI: AddHHBI2

- 100% + .

Brnounte Typbo

Gl &

Pex1M UHKOTHWUTO Cirl + Shift + |

HacTpoiikw

HMcTopna

3arpy3xu Ctrl + |
BT ERL

KonnekLumm

T DD Ol

Mapond W K3pTh
E:} AononHeH s

(-] Aonosnurensro

Pucynok 31 — Omkpvimue nacmpoex bpayzepa

3. B maHenu HaBUTallUM OTKPBITH pasjaen « CUCTEMHBICY;
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Ja=nagrM JarpyEEs HcTopsia LONONHEHHR HBEI'PIHHKH EE30NE{HOCTh MapoaH M KaPTE Apyrie yCTRaHCTES

CanTel

FACLIMPEHHDIE HATTPONKKH CAWTOD
Oduyne wacTpodfi

Hurepdieiic
MncTpyMenTo CHETEMHBIE
CafTm
CLCTEMHBIE Zanyckats Bpayzep suecte ¢ Windows
Beerna =
Ceth

D MogkmouaTech K caiTan, wonoaszykaurs wuopoeande no NOCT. Tpedyetca Kpuntollpo C5P.
W ABTOMATWUECKH OTKPEIBATE CAkTE NO NpoTokony HTTPS, ecan oHw ero noAoepsHBanT

I:‘ MpegympesgaTs, eoad y cadTa goasena Swrte HTTPS-pepoes, Ho ee et

HacTpoikn Npokcr-tepeepa

¥NpaaneHMe cepTrihakaTamie

MpoKIEDANTENBHOCTE

» Paspewats NpYAOKEHKAM PEGOTETE B SOHOBOM PEXHME NOCNE JAKPETHR Gpay3epa
¥ cnoALs0paTh ANNApATHOE YoROPEHWE, SCAM BOIMOMHD

[] ontemmsaposate nichpaxenisn 4an IK0mOMM ONEDETABHOR NEMATA

» DEHOBENATS SPAy3IEn, AEMe B00W OH HE JANYILEH

Pucynok 32 — Omkpvimue cucmemuwix Hacmpoek bpayzepa

4. Bxirounte yex6okc «llonkitodarbes K caiiTaM, UCTIONB3YIOMIUM UG POBAHKE 110

I'OCT. Tpebyercs Kpuntollpo CSPy.

CeTb

I v [loaknuUaTbCa K CalTaMm, MCNOAL3YHWKMM WkdposaHwe no NOCT. Tpetyetca Kpwntollpo CSP.

v ABTOMAaTMYESCKW OTKPLIBATE CalTel NO NnpoTtokoay HTTPS, ecaw oHW ero Noaaep:uearoT
|:| MpegynpexaaTh, €CAW Y CaWTa JoNnxHa BuiTb HTTPS-Bepcua, HO e€ HeT
HacTpoikw npokcK-cepeepa

¥Ynpaenexnve ceptudrkaTamm

Pucynok 33 — Brarouenue nacmpotixu obpayzepa 0J1s NOOKIIOYEHUs K Catimam,
ucnoavzyrouwum wugposarue no I OCT



26
3. PETUCTPALMSA B UC AOK3
B nmaHHOW MHCTpyKUMU HE paccMarpuBaeTcs mnpoueaypa peructpanuu B [IOUD
COBU ®K. Ilpu BozHukHOBeHUH BompocoB 1no padbote B [IOMBb COBU ®K neobxoaumo
BOCIIOJIB30BATbCSA MHCTPYKUUSAMH, KOTOpBbIE pa3MeElleHbl Ha caiite @enepanbHOro

Ka3HauercTBa hitps://roskazna.gov.ru B pasgene «'MC» — «Cucrema oOecrneucHus

6e3omnacHocty uHpopmaru OeepaibHOTO Ka3HAueHCTBAY.

st pab6otel B UC AOK3 nosib30oBatenno opranu3ainu HeooXoaumMo 100aBUTh POib
«Cotpynauk OKN» B [IOMb COBU OK.

[Tons3oBarenro HeoOxomumo Bouth B IIOMB COBUM @K mo ccwuike

https://sobi.cert.roskazna.ru u BeIOpaTh cBOM cepTU(UKAT AJIsT BXO/A.

Ilo YMOJYaHHIO ITOCJIC BXOJa OTKPBIBACTCA HpO(i)I/IJIB IIOJIB30BaTCJIA.

2 3uvunB.C. Cwmemute [3»Buxox

3umuH Bagum CepreeBua

Obume coeniena  TonHomounst  IOBEPEHHOCTH B 3MeKTpoHHOM dopme  Poms  Hacrpoiiku

OcHoBHBIE IaHHBIE Teticrsns -
dammis Buvme
Ums Bammm

Oruecrso Cepreesu

Tapons He ycranosres

CocrosHue yJeTHOI 3ammcu AKTHBHas

KoHTakTHBIE JaHHbIe

JlaHHBIE B OPTraHMA3ALMAK

Pucynox 34 — I[Ipogpune nonvzosamens 6 IOUb COFU ©K

JIns M3MEeHEHUs TTOJTHOMOYHI He0O0X0 MO TepeiTH Ha BKIaAKy «Poim» m HakaTh

KHONIKY «3MEHUTHY.


https://roskazna.gov.ru/
https://sobi.cert.roskazna.ru/
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& https//<obi.certroskazna.ru/poib/am//profile

2, 3wmB.C. Cvemure [5» Buxox ~

SasBru Bamemerts

[nassas

3umuH Bagum Cepreesua

Obunte cpeneriss  TomHoMouns  JloBepeHHOCTY B anekTporHoii dopme|  Pomy  fHactpoitki

AOK3 +

Tpymna «Ge3 rpynnbi» =

AgHUCTDTOp CHCTeMs! AOK3 05.03.202112:04 Becepouso
Mons3ogatens CKIN 05.03.202112:04 Beccposro
PyxosoauTens OK3 05.03.202112:04 Beccpouno
CoTpypik OKA 05.03.202312:04 Beccpouno
COTPYAHHK CepaHCHOR CnyXGbt 05.03.202112:04 Becepouso

CucremMa KOMIUIEKCHOTO MHCl)OpMHHMOHHO-HHHHMTM‘{ECKOI‘D obecrieyeHns JeITeIbHOCTU OPTaHOB menepanb}mro Ka3HavejicTBa

2700 90021602

RU . =

= e
G OW 1334
P 29.06.2023

Pucynox 35 — Bxknaoka «Poauy ¢ IOUF COBU ©K

B nosiBuBIIEMcs OKHE HEOOXOIUMO U3 BhIMaaaromiero crnrcka Beiopate MC AOKS3,
1ocjie 4Yero OTMETUTh Tanouko ponb «Corpyanuk OKM» u  HaxaTh KHOIKY

«IIpomomxuTh».

Vi3MeHeHMe poeit mpoduiis YUETHOI 3aMMCH [T0Ih30BaTeNs

AOK3 CeepuyTs Bce  PassepHyTs Bce
AOK3|

Ipynna «0e3rpynnbi» =

OunbTpsl

AnmuHKcTpaTop cuctemsl AOK3 05.03.2021

Monbzosatens CK3M 05.03.2021

PyxogopuTens OK3 05.03.2021

CotpyaHuk OKW 05.03.2023

HasnaueHHble pormu

HeHa3HaueHHEIe PO

COTPYHUK CEPBUCHOI CITY Dbl 05.03.2021

CBPOCHUTH OUMNbLTPLI

NMPOCMOTP U3MEHEHUA OTMEHA

Pucynox 36 — Haznauenue ponu « Compyonux OKHU» ¢ IIOUE CObBU K
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JHanee HeoOXoAMMO BbIOpaTh CBOWM cepTU(UKAT (MPU HAIUMYUHM HECKOJIBKHUX

NENUCTBYIOMMNX CePTU(HUKATOB BhIOUpaAETCs TH000H U3 HUX) U HAXKaTh KHOMIKY «[loamucaTte.

V3MmeHeHMe oTHOMOUMIt l'I]JOdJI/[J'IS{ yquHoﬁ 3amyMcy IoIb30BaTenda

onnv e ToanuceiBaeMble TaHHbIE:
Kpunrollpo

3a9BKa Ha M3MEHEHHE IOTHOMOUMIT TI0/TB30BATENA Jumun Bagum Cepraeany
VHdopmamsonHas cictema: AOK3

Zo6asnennsle pomi:

HaumeHroaune: Corpyanuk OKV, nata Havana: 05.03.202 09:46:14 (MSK)
Zzata oxoHuaHus: Beccpouno

JocTynHble cepTUdHMKaThL:

@ 3umun Bagum Cepreesmy

PucyHOK 37— QOPMMPOG(JHMQ 3A56KU HA UBMEHEeHUe NOJIHOMOYUL NOJIb308AMES

ITocne YCIICHIHOT'O ITOAIIMCAHUA 3aABKHW CHUCTCMaA BBIIACT COO6IJ.I€HI/IG, 9TO 3asBKa

IIpUHATA. ITocne CO3aHM: 3as1BKaA IOCTYIIACT HA YTBCPKICHUC PCFI/ICTpaTOpy OopraHu3alunu.

Hamenenne nosHomounst X

Bama 3asgBka NeTIITP-1-20220524-005881 Ha u3MeHeHHe
TIOTHOMOUHIH YUeTHOH 3allHCH I10Ih30BaTels IPHHATA. l

PucyHOK 38 — 3asexa na uzmenenue noIHOMOYUL NONLIOBAME]IS

IlepeyeHb Bcex 3asiBOK MOYKHO NPOCMOTPETH B paznene «3aasku» [IOMb COBU OK.
Ilocne ytBepxkaenust 3asaBku B [IOMb COBU ®K Peructpatopom Ha aapec
AJIIEKTPOHHOM MOYTHI TIOJIB30BATENS, YKa3aHHBIN IPU PErUCTPAIMH, IPUIET COOOIIeHUE 00

HUCIIOJTHCHHUH 3as1BKU.



29
4, HOPAAOK PABOTHI B UC AOK3
st pabotel B UC AOK3 HeoOxoauMo nepeiT o OJTHON U3 CIEAYIOMINX CChLIOK:

— https://aokz.cert.roskazna.ru — Bxox mo cepruukary;

— https://aokz.login.roskazna.ru — BXo 1o JIOTUHY U TApOJTIO.

Nutepdeiic UC AOK3 conepxut ciaegayromniue pasiens:
- Ox3emiuisapsl CK3U

- JInuensuun

= Y A0K3

8= 3ksemnnapsl CK3U

O JIMLEH3NK

Pucynok 39 — Pazoenvt UC AOK3

4.1. Paznen «Ix3emmiasipbl CK3U»

B paznene «9x3emmsipsl CK3WN» conepxutes noiaHelil cnucok 3x3eMiuisipoB CK3U,

MNCpCaIaHHbIX B OpFaHI/I3aHI/IIO.

T y— Bovapes Esrew Arercansponns 1)

Ok3semnnapbl OpraHusaunm

BlelO®0®®

T Aara
0O %+ Haumenosaune ©  Perncrpaunonnss NE ~  Monysenoor «  cme v e Y.

CoegcTec KpenTOrpaGiuEcKoll saLTel YMPABNEHWE OEEPANIEHOTO KASHAYEACTBA N0 = g
O o= wbopnaum Kpuroflpo CSP" 4.0 9963 KC1 SCHANZAT4 0000124, PECTYSNVKE XAKACHA pes 31.032022

Pucynox 40 — Pazoen «dxzemnaapor CK3U»


https://aokz.cert.roskazna.ru/
https://aokz.login.roskazna.ru/
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Jlns mpocmotpa neranbHOM uHPopmaruu 00 sx3emiusipe CK3U, HeoOxomumo
HaXaTh HA COOTBETCTBYIOILYIO CTPOKY B TaOJMYHOM MpeAacTaBieHuU. B Kaprouke
skzeMiuiipa CK3U mMoxkHO mnpocMoTpeTh oOmue panHeie 00 sx3emiuisipe CK3U,
npuBsizanHble K dk3emmuiipy CK3UW nuuensun u uHOpManmuioo o MepONnpusTHSX,
BBITIOJIHEHHBIX C JAHHBIM 3K3E€MILISIPOM.

Kaprouka sx3eMiuisipa COIEpKUT CIEIYIONIUE Pa3Iebl:

- Nudopmarius;

- Meponpustus;

- JIunen3uu;

- Hctopus.

8= > Kpuntollpo CSP 11732 Base-1

WH®OPMAUMA MEPOMPUATHUA NALEH3WK ncTopua

v PexkBun3uTtbl

~ CTatye

3 |
~ Haumexosamne ~ Mpogykr ~ Cpok feficToNs CepTHbUKaTa

KpuntolMpo CSP 5.0 11732 Base-1 KC1 ‘ KpuntolMpo CSP 5.0 | | ‘

Mepenax O6nafaTento KOHPUACHLWANBHON UHD ‘

~ Bepcun . Céopka

5.0 ‘ 11732 Base-1 |

- Mepesaro s

000 "Tamma ‘ OAO «baHk-ABrycT» [pynna komMnaHui ‘

v PerucrpauvoHHble HOMepa 3/1eMeHTOB NoCTaBKN

|| || ||

Pucynok 41 — Bxnaoka «Mngopmayusy kapmouxu sxzemniapa CK3U

B pazgene «Mudopmanusy npeacTaBieHbl OCHOBHBIE NaHHbIe dk3emiuisipa CK3U.

Jlns Toro, 9yToOBl O3HAKOMHUTHCS C KOMIUICKTOM ITOCTaBKH JUCTPHUOYTHBA, HEOOXOIUMO

HaXaTh Ha KHONIKY . J[71s ckaunBaHus TUCTPUOYTHBA B OTKPBIBIIEMCSI TUAJIOTOBOM OKHE
BbIOpaTh ¢aiiin WM HaxaTh Ha KHOMKY «CkaudaTh BCe» I CKAYMBaHUSA KOMIUICKTa
noctaBku CK3U nenukom.

B pasmene «Mepompusitus» 0TOOpa)karOTCsl  JIEWCTBUS, BBITIOJIHCHHBIE C

sxzeMiuipoM CK3U ¢ momenTa nepenaun sx3emiuisipa CK3U B Opranuzanuto.
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B > Kpuntollpo CSP 11732 Base-1

MH®OPMALMA MEPONPUATMA JINUEH3NK ucToPUA

~  CMMCOK MeponpusATHii

® @

v YcTaHoBKa(BBOA B ACHCTBME)

v TNoaTBepxeHune nonyyeHus

~ Moanucano

- [laTa cONPOBOAUTENDHOTD AOKYMEHTa —
‘ | 01.10.2021 |

A6pamoB ApTém ‘

18:22,01.10.2021

=]

Pucynox 42 — Brnaoka «Meponpusmusy kapmouxu sxzemniapa CK3U

B pasnmene «JluneH3um» OTOOpa)kaeTcs CIHCOK JIMIEH3HWM, TepeJaHHBIX B
Opranuzanuio COBMECTHO ¢ yKa3zaHHbIM 3Kk3eMIuiipoM CK3U wnum npuBs3aHHBIX K HEMY

BpyuHyto. HaxaB Ha CTpOKy C JIMIIEH3HEH, cUcTeMa MepeBeleT Ha CTPaHUILy, T/I€ MOXKHO

IMPOCMOTPECTH HI/IIICHSHOHHBIﬁ KJIFOY, HA’KaB Ha KHOIIKY

8= > Kpuntolpo CSP 11732 Base-1

WH®OPMALKMA MEPONPHUATHA NMUUEH3UKA WCTOPUA

~ CBA3aHHbIe NULEH3UN

E]

JIMLEeH2HOHHDIA . .

O Ne Cpok neicTBUA DeiicTayer MpuMedaHle [LaTa U3MEHEHUA -
KKy

D [ ** [njd 17.12.2021 AKTHBHE 04.10.2021

[1ns NpUBA3KK B )

Hk

O s AKTHBHE okn 04.10.2021

Pucynok 43 — Bxknaoka «/Iuyenzuuy kapmouku sxzemnisapa CK3U
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4.2. Yupasiaenue 3xk3emiuisipamu CK3U

Sk3emMnnsApbl OpraHnaaumm

2| || B B«

Ne HanmeHoBaHue PernctpaumoHHbin Ne MonyyeHo ot

BCEl0 3JIEMEHTOB: 0

Pucynok 44 — Ilona noucka sxzemnasapos CK3U

Ins mepeona sx3emiuisipa CK3U B cnemyronuii craTyc mo Ou3Hec-mpoleccy,
HeoOxoauMo B pazaene «Ok3eMIuiapb» BbeiOpath dk3eMmuisgp CK3UW u HaxaTh Ha

H€O6XO}II/IMYIO KHOIIKY Iepexoaa.

[TonTBepxknenue nomydenus sx3emirsipa CK3U.

Coo6muTh, uTo yrazaHHbIH 3x3eMiuissp CK3U Obut BBen€H B neiicTBuHE.

Coo6muTh, uTo yKazaHHbIH dx3eMIuisip CK3U Obu1 BeIBEICH U3 ACHCTBUS.

Bepnyts 3x3emmuisap CK3U.

Takke €cTb BO3MOXHOCTb BBINOJHHUTh JaHHBIE MEPONPUATUS B KapTOUKE
sxzemiusipa CK3U. Jlng atoro otkpoiite kaprouky sx3emruiipa CK3U, BeiOpaB ero B
CIIMCKE, M HAXKMUTE HAa KHOMIKY NIEPEX0/Ia B COOTBETCTBYIOLIUM CTATYC.

Huxe B Tabnuiie npuBeeH nepeveHb NEUCTBUM M YTOUHSIONINE CBEACHUS, KOTOPBIC

YKa3bIBAIOTCS MIPHU BHIMTOJIHEHUHU JelcTBUM ¢ sk3emIuisipamu CK3U.

JleiicTBUHE YTouHsIIOIIME CBEIeHUSA
[ToaTBepxaeHNE TOTYyUYCHUS JlaTta conpoBOUTENHLHOIO IOKYMEHTA;
HomMmep conpoBOAUTENHLHOIO JOKYMEHTA.
VYcranoBka (BBoa B neiicTBHE) Jlata BBOJA B AJEHUCTBHUE;
HomMmep moarBepxkaaromniero 10KyMeHTa.
N3bsatue (BpiBoa U3 1eMCTBUSA) JlaTta u3baTus;

Howmep nmoarepskaaromero J0KyMeHTa.

Bosspar HomMmep conpoBOAUTENBEHOIO JOKYMEHTA;
JlaTta conpoBOIUTENBHOIO TOKYMEHTA.
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5. PA3JEJ «JIULIEH3UU»

B paznene «JIunienzun» oToOpakeH cnucok JuieH3uit Ha sk3emiuisipel CK3U B Buie

or  JlnueH3uu
TN4eHINoHHBIA _ .
Ne - CK3Kn Cpox geicTeuA DeiicTayet [aTa uzmeHeHns
wnios
o :2 1002 VipNet CSP 4 BeccpouHo AKTHBHAE 02.07.2021
O 6 KpunTolpo CSP 5.0 BeccpouHo AKTUEHA 03.08.2021

Pucynox 45 — Pazoen «Jluyensuu» UC AOK3

HanmeHoBaHus CTOIOIIOB TaOIUIBI HUMEIOT CJICAYIOIINE 3HAYCHUS :

«No» — MOpsAIKOBBIA HOMED JIMIIEHUH B CIIMCKE;

«JIMLIEH3MOHHBIN KJII0U» — JIMIEH3UOHHBIM KJII0Y;

«CK3W» — naumenoBaunue, Bepcus 1 coopka sxzemiuisipa CK3U;

«CpoK JAEHCTBUSA» — CPOK JECUCTBUS JTULCH3NUM;

«JlercTByeT» — CTaTyc JIMICH3NY;

«JlaTa M3BMEHEHUs» — JaTa U3MEHEHUS JaHHBIX JTUIICH3UU.

[IpenycMoTpeHa BO3MOXKHOCTh (PUIIBTpAIIMU CIMCKA JIMIEH3WH COTJIACHO JaHHBIM
BBIOPAHHOTO CTOJIOIIA.

B kaprouke nWIEH3MHM MOXKHO MPOCMOTPETh OOIIME JJaHHBIE O JIUIICH3UH,

IPUJIOKEHHBIE K JIMIIEH3UH (Dailiibl, a TaKkKe MpUBA3aHHBIC K THUIeH3un dK3eMIusipsl CK3U.

6. BBIXOJ U3 CUCTEMBI

Jlns Berxona n3 UC AOK3 HeoO6XxoauMo HakaTh Ha KHOTIKY «BBIXOJ U3 CHCTEMBD» U

nepe3anycTuTh opaysep.
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